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If you have watched the news recently, new reports of ransomware attacks happen 
every day.  This is nothing new.  Ransomware attacks have been ongoing at a high rate 
for quite some time.  We can learn from previous attacks though and a common theme 
is that most ransomware attacks are successful because the victim organizations failed 
to do the IT basics correctly, or at all.  What follows is a shortlist of how to prepare to 
defend your organization against ransomware.

1. Patching Software

When recent ransomware attacks have been analyzed, most of the system flaws that 
the bad actors used were known vulnerabilities that have had patches available for 
months or even years.  By keeping all network devices up to date with the supplied 
vendor patches, we remove weaknesses the attackers use to increase the chances of a 
successful attack.

How Alpha Can Help:
Alpha’s managed PC service uses industry standard tools/software to push available 

security patches to desktops on a defined schedule.

2. Train Users
Security Awareness Training is a training program that teaches users to 
identify and avoid phishing emails that are used to start most ransomware attacks.  
Security awareness training also periodically tests users on their ability to identify 
simulated phishing emails, which helps a company understand who might need 
additional training.  By training users, organizations benefit by adding an extra layer of 
protection that impacts the attack at the source.

How Alpha Can Help:
As one of our specialty services, Alpha can create and maintain a Security Awareness 

Program. This program has delivered proven results to help train and educate your staff. 

a l p h a
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The most common form 
of the start of 

Ransomware is from 
email, an exploit, or a
virus such as a worm 

or trojan.

Once you open it
the ransomware

contacts the attacker’s
server and downloads

a public key.

The public key gets
utilized from the victims
PC to encrypt all data

the user has priviledge to.  
Files will present a request 
for ransom when opened.

After the ransom is
paid, the attacker

sends the private key
to decrypt your data.

Attacker’s server
holding the public 
key.
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The Six Steps of Ransomware

Ransomware, once initiated, does its work quickly.  It is best
to have prevention in place to keep it from happening.

3. Use Proven Anti-malware Agents & Follow-up On Alerts

Not all antivirus/anti-malware programs (agent) are created equally and if the agent 
does not evolve with the threats, the agent becomes a liability, in that it provides a false 
sense of protection (this is a case of: You Get What You Paid For).  Companies fail to 
follow up on alerts the agents provide, which could have acted like an early warning 
that an attack was underway.

How Alpha Can Help:
Alpha offers both managed and unmanaged solutions tha include Endpoint 
Detection and Response.  EDR is a feature set that allows IT teams to understand 
security events on a computer.  It helps to answer the “what,” “when” and potentially the
“why” it happened..  EDR is a feature most cyber insurance questionnaires 
inquire about as part of their underwriting process and if present could factor into 
more favorable insurance rates.

4. Backup Data

While the concept of data backups is universally accepted, how it is put into practice 
by companies varies widely.  Some companies rely on manual backups which generally 
are not completed with consistency.  Some set up their backup systems but failed to 
review the system to ensure backups are completing successfully.  Regardless of the 
backup system put into place, backups should follow the 3-2-1 rule: 3 copies of the 
data, stored on 2 separate storage systems, and 1 copy is stored offline and uses 
administration credentials that are not shared with the devices being backed up.

How Alpha Can Help:
Alpha offers a robust backup solution and is essential to recovery from a ransomware 
event. Management includes weekly verification that backups are running and can 
schedule test restores of data at the customer’s request.  The backup solution also 
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How Computers Encrypt Files

The purpose of file and disk encryption is to protect data on a 
PC.  This security mechanism is being exploited in ransomware.

5. Use Multi-Factor Authentication

Username and password combinations are how most systems are protected from
unauthorized access.  Unfortunately, users tend to pick passwords that are easily 
guessed or reuse passwords on more than one system.  What is needed is an additional 
mechanism presented to users to “prove” their identity.  This is where MFA helps.  Just 
like when you log into your bank account online, MFA uses another way of 
communicating, such as a text message or a smart device application, to help prove 
the identity of a user.  This helps protect high valued and critical systems such as 
administrator accounts, vpn accounts, and email accounts.

How Alpha Can Help:
Alpha offers unmanaged and managed MFA solutions. These solutions can help clients
protect public-facing services such as O365, as well as local admin accounts,
vpn access, and many other services.

Conclusion
There are multiple ways to reduce the risk of ransomware in all environments.  Alpha
Technologies is uniquely positioned to help prevent clients from falling victim to 
ransomware attacks.  The very last place our clients want to find themselves is paying 
a ransom, that often does not lead to the recovery of the organizations data, and now has
funded a criminal enterprise to continue to improve their skills on how to conduct more
attacks in the future.  My office is open.  I am happy to consult with you and help 
prepare your organization for the future.
  
   Tony Schliesser - Chief Information Securtiy Officer 
         tschliesser@alpha-tech.us or salesgroup@alpha-tech.us
                                                            304-721-8625
 
 

uses separate credentials so malware cannot jump to the backup servers using 
learned customer credentials.


